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Abstract

A growing body of literature examines manipulative information by detecting political mis-/disinformation in text data. This
line of research typically involves highly costly manual annotation of text for manual content analysis, and/or training and
validating automated downstream approaches. We examine whether Large Language Models (LLMs) can detect pro-
Kremlin disinformation about the war in Ukraine, focusing on the case of the downing of the civilian flight MHI7. We
benchmark methods using a large set of tweets labeled by expert annotators. We show that both open and closed LLMs can
accurately detect pro-Kremlin disinformation tweets, outperforming both a research assistant and supervised models used
in earlier research and at drastically lower cost compared to either research assistants or crowd workers. Our findings
contribute to the literature on mis/-disinformation by showcasing how LLMs can substantially lower the costs of detection
even when the labeling requires complex, context-specific knowledge about a given case.

Keywords
Large language models, misinformation, social media

Introduction trained research assistants or untrained crowd workers
(Benoit et al., 2016). Alternatively, researchers can use
methods from Natural Language Processing (NLP) to
classify social media posts with machine learning methods.
Here, manual annotations serve either as a training set for
the NLP model or as a benchmark used to evaluate the
accuracy of the automated classifier.

Recent research suggests that Large Language Models
(LLMs) can be successfully used for fact-checking (Hoes

Misinformation and disinformation is a substantial research
topic in political science and other fields. In the context of
Russia’s ongoing war against Ukraine, this broad research
agenda is accompanied by a more focused research interest
in pro-Kremlin disinformation and related foreign influence
campaigns (e.g., Golovchenko et al., 2018). Research in-
terest in pro-Kremlin disinformation has centered on the
diffusion of disinformation on social media, which is an
important vector for the spread of disinformation and related
pro-Kremlin election manipulation efforts (Hjorth and B ] ' '
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et al., 2023) as well as broader labeling tasks, including the
identification of topics and frames (Gilardi et al., 2023).
However, the performance of LLM classifiers varies greatly
across tasks (Ollion et al., 2023). Because of this task-
specific performance, evidence is required to assess the
usefulness of LLMs for detecting dis-/misinformation.
Despite the rapidly increasing interest in LLMs and the
urgent need to map Russian disinformation campaigns,
there are to the best of our knowledge currently no studies
that test the performance of LLM at detecting pro-Kremlin
disinformation.

In this letter, we address this lack of evidence by ex-
ploring to what extent LLMs can lower the cost associated
with detecting pro-Kremlin disinformation. We draw on a
data set of expert-annotated tweets about the
2014 downing of flight MH17 by Russian-controlled
forces. The case is politically significant because it in-
creased global attention to the ongoing war in Ukraine
before the full-scale invasion in 2022 and put Russia’s
political prestige at stake. Moreover, the case is analyti-
cally useful because the downing of MH17 was subject to
a thorough subsequent investigation, so the facts of the
case are well-identified and widely reported in the media.
As we will explain further in the discussion, the model
could be less useful in more recent cases, where there is
less publicly available information about the facts. Our
findings plausibly generalize to other cases where re-
searchers seek to classify misleading information about a
well-documented case. Nevertheless, disinformation in
the tweets themselves is mixed with elements of truth, and
draws on complex cultural and factual references. This
expectation is accentuated by the short, contextualized
nature of our text data, which takes the form of tweets no
more than 140 characters long.! We demonstrate that
LLM'’s can reach high performance even in a challenging
labeling test, where the human annotator would have to
rely on thorough contextual knowledge and interpretation
of implied meaning.

We find that LLMs can classify pro-Kremlin disinfor-
mation with high accuracy at minimal cost. The best per-
forming model, GPT-4, identifies 81% of all the pro-
Kremlin disinformation tweets in the query data set
(i.e., the model’s recall), and 94% of pro-Kremlin disin-
formation tweets were labeled as such by the model (its
precision). We highlight that GPT-4’s comes with decreased
transparency as a trade-off due to its closed, proprietary
structure (Barrie et al., 2024). However, we also demon-
strate that the high performance is not specific to proprietary
LLMs. Llama 3 70B, an open-source and versionable LLM,
has an only slightly lower recall of 76% and a precision of
93%. Similarly, both LLM models perform well at identi-
fying counter-disinformation tweets and unrelated content.
In the context of the significant concerns about social
science relying on closed LLMs for annotation (e.g., Barrie

etal., 2024; Palmer et al., 2024), we reassuringly find that an
open model achieves nearly the same performance as the
frontier model GPT-4.

Our findings contribute to the literature on manipulative
information, pro-Kremlin disinformation, and the emerging
literature on the use of LLMs for annotation tasks (Ollion
etal., 2023). Our findings suggest that LLMs can drastically
lower the cost of labeling disinformation content at an
unprecedented speed, even in instances where case-specific,
contextual knowledge is required. Minimizing cost is a
particularly acute concern in disinformation research, where
the relative rarity of the target class has stifled earlier efforts
to train classifiers based on text features (e.g., Hartmann
et al.,, 2019). The results show potential for cases where
imbalance renders training data costly to obtain.

Measuring dis-misinformation

The literature offers many methods for measuring and
operationalizing mis-/disinformation in social media posts.
To contextualize our approach, we cover the most prom-
inent examples here. To structure our review, we distinguish
between source-centered approaches on the one hand and
content-centered on the other.

The source-centered approach classifies social media
posts of hyperlinks from non-credible sources as proxies for
misinformation, disinformation, fake news, or junk news
(e.g., Grinberg et al., 2019; Guess et al., 2018). This ap-
proach is widely used, likely because it avoids the labor-
intensive task of evaluating individual content in the posts
produced by each source. However, the approach has
shortcomings. First, not all content from non-credible in-
formation sources is inherently misleading. Second, the
exact number of sources in the lists may be arbitrary. Third
and lastly, misinformation may have a wider reach precisely
when it spreads through established or credible sources.

In contrast, the content-centered approach relies on
analyzing the content of the post or the hyperlink to identify
manipulative information (Margolin et al., 2018). Content-
centered approaches often rely on manual annotation of
individual pieces of content to avoid inferring from the
source alone. Manual annotation remains one of the most
context-sensitive, source- agnostic, and in-depth ap-
proaches. Relative to the source-centered approach, re-
searchers have more control over which data are selected for
annotation and which instructions/criteria should be used to
annotate the text. However, it is currently also the most
labor-intensive and, therefore, least scalable approach.

To minimize costs, some researchers have turned to
crowd worker services. For example, Gilardi et al. (2023)
report a price of approximately US$0.05 per annotation at
MTurk. However, recent research challenges the annotation
quality of crowd workers (e.g., Kennedy et al., 2020). There
are two reasons to expect this to be particularly pertinent
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with respect to misinformation research. First, the quality
issue is especially acute when the labeling task requires
“contextual and conceptual knowledge” about the respec-
tive case (Marquardt et al., 2017), a typical constraint when
detecting misinformation narratives such as those related to
the war between Russia and Ukraine. Second, while mis-
information can be consequential it is typically rare as a
proportion of non-misinformation about a given case. For
example, posts by Russian trolls from the Internet Research
Agency in the runup to the 2016 US presidential election
represented 0.004% of the content that US citizens may
have seen in the Facebook news feed according to the
platform (Solon and Siddiqui, 2017). This statistical power
demand means that even small differences in the marginal
cost of annotation can dramatically raise the cost of an
annotation task.

We now turn to our comparison of LLMs against an-
notations by a student research assistant (RA) as well as
predictions from a convolutional neural network (CNN)
trained on tweets’ text features.

Empirical approach

Ground truth data

To compare measurement approaches, we benchmark all
against a “ground truth” data set of 10,018 tweets annotated
by a set of four expert coders. To establish intercoder re-
liability, all expert coders annotated a sample of 500 tweets,
yielding a reasonably high inter-annotator rate at Fleiss’ o =
0.77. (See Golovchenko et al. (2018) for more details on the
original coding and Hartmann et al. (2019) and Hjorth and
Adler-Nissen (2019) for additional applications). The
tweets were classified as disinformation if the message
implied that the MH17 plane was shot down by EU, NATO
or Ukraine, as counter-disinformation if the tweets implied
that Russian authorities or separatists in Ukraine were re-
sponsible for shooting down MH17, and as unrelated if they
did not imply any of the above. It is important to stress that
the human annotation goes beyond identifying explicitly
false statements, since the annotators are required to use
contextual knowledge to interpret implied meaning. Con-
sider the following disinformation tweet as an example: “So

Table 1. Example Tweet for Each Category.

you want me to believe Rebel Groups without any support
have Anti Aircraft guns... #MH17 #Russia #Ukraine.”
While the explicit meaning in the sentence is not necessarily
false per se (i.e., the author may indeed be skeptical), it is
still misleading because it implies that MH17 was not shot
down by Russian-controlled rebels.

We include the full original codebook in Online
Appendix B. Table 1 presents examples of each type
of annotated tweet. Of the original 10,018 annotated
tweets, we evaluate a sample of 300 tweets stratified by
category.

Instructions and prompts

The RA receives the same annotation manual as originally
used by the expert annotators. For both the RA and the
LLMs, the tweets are kept in the original format, including
hashtags and usernames. For GPT, we test both GPT-3 and
GPT-4. For Llama 3, we test the 70B and 8B versions. For
all models, we set the temperature to 0. To minimize costs,
we bundle 20 tweets with every API call along with the
instructions. We add the definitions of all categories to the
instruction prompt, which is shortened version of the
codebook given to the RA. Notably, the prompt uses the
terminology of “pro-Ukrainian” for counter-disinformation,
and “pro-Russian” for “disinformation.” These changes in
terminology are in line with what was used by Golovchenko
et al. (2018). By defining the prompt in terms of these
stances, we are able to evade widespread language model
guardrails inhibiting position-taking on mis- or disinfor-
mation. This solution is straightforward because the specific
facts of the case of the MH17 crash mean that pro-Russian
and pro-Ukrainian stances map cleanly to a classification as
disinformation. Hence, an important scope condition of our
approach is that researchers need to be able to define a
stance that represents mis- or disinformation equally
unambiguously.

While it is possible only to include the tweets that have to
be annotated in the prompt, we take a “few-shot learning,”
adding labeled example tweets to every prompt. With large
language models, few-shot learning has traditionally out-
performed zero-shot learning (Brown et al., 2020). We share
the final prompt in Online Appendix A.

Category Example Tweet

Disinformation
were switched to fool enemy.
Counter-
Disinformation
Unrelated
plan...

@bydlozavr MH17 was shot down accidentally by Ukraine trying to kill Putin on another plane. Transponders
Excellent technical analysis of Why a #Russian BUK missile shot down #MH |7

Bodies removed from MHI7 crash site in Ukraine: Scores of bodies recovered at the crash site of Malaysian
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Table 2. Compares Performance Across Approaches.

Disinformation Counter-disinformation Unrelated
Annotator Precision Recall Precision Recall Precision Recall
GPT-4 0.94 0.8l 0.87 0.88 0.80 0.90
Llama 3 70B 0.93 0.76 0.83 0.87 0.82 0.93
RA 0.87 0.60 0.76 0.90 0.78 0.87
GPT-3 0.67 0.70 0.70 0.62 0.8l 0.88
Llama 3 8B 0.6l 0.54 0.62 0.48 0.66 0.88
CNN 0.53 0.57 0.50 0.70 0.95 0.90

(a)

Disinfo

Counter-Disinfo

True label

Unrelated

30
20
10

Counter-Disinfo unrelated

Predicted label

Disinfo

(b)

Disinfo

Counter-Disinfo

True label

unrelated

Counter-Disinfo unrelated

Predicted label

Disinfo

Figure I. Comparison of confusion matrices for GPT-4 and Llama 3 70B (a) Confusion matrix for GPT-4, (b) Confusion matrix for

Llama 3 70B.

For both models, we let the LLMs annotate the same data
multiple times to check for consistency, and the perfor-
mance metrics remain largely the same. As an additional
test, we rerun the annotations excluding the Twitter handles
in the Tweets, as well as any links in the text. This did not
impact the results of the analysis.

Results

Overall performance

Table 2 presents a result comparison between annotators.
CNN performance is based on Hartmann et al. (2019),
calculated based on the larger dataset. Rows are ordered
by precision with respect to the “Disinformation”
category.

As shown, the CNN classifier used in Hartmann et al.
(2019) performs worst of all approaches, far below the
accuracy of a student RA. However, the best performing
LLMs exceed the accuracy of an RA. Comparing open and
closed LLMs, we find that the performance of Llama 3 70B
is similar to GPT-4. For the disinformation and counter-
disinformation categories, GPT-4 performs slightly better
than Llama 3 70B, whereas Llama 3 70B performs better on
the unrelated category. Since the disinformation category

will typically be of primary interest to researchers, this
amounts to a minor edge to GPT-4 in performance.
Comparing across model generations, Table 2 reveals
substantial improvements. Llama 3 8B does not improve much
on the CNN, and on some metrics still performs worse, though
it does not over-predict the unrelated class. These results in-
dicate that, while trained similarly, the number of parameters
contribute a significant amount to the performance here.
Similarly, GPT-4 performs substantively better than GPT-3.

Misclassification

To shed light on the cases where LLMs misclassify content,
Figure 1 presents confusion matrices the two best per-
forming LLMs. The confusion matrix visually compares
predicted labels with true labels, showing how often it
correctly or incorrectly classifies each category. Beyond
performance metrics, such as accuracy, it highlights mis-
classifications and reveals which labels are often confused
with others. As shown in Figure 1(b), 76 out of 100 dis-
information tweets have been classified as such by the
model.

As can be seen in Figure 1(a), there is relatively little
misclassification between disinformation and counter-
disinformation, indicating that there is a good
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distinction between the two classes for GPT-4. In
Figure 1(b), it can be seen that the disinformation that is
misclassified by Llama 3 70B, is equally classified as
counter-disinformation and wunrelated. Hence, Llama
3 70B is slightly more likely to misclassify disinformation
as counter-disinformation.

Inspection of the misclassified results by both models
shows tweets that are hard to interpret, even for experts.
Overall, LLMs are able to correctly identify disinformation
and counter-disinformation with the information given.
Compared to the research assistant, the models are able to
classify correctly tweets that require more in-depth case
knowledge. At times, the tweets require more knowledge
about case MH17 to decide on blame attribution, which the
models have to a certain extent. An example of a tweet that
is misclassified says: “Someone from a Russian government
IP address edited Wikipedia to blame MH17 on Ukraine
(...).” This tweet is categorized as counter-disinformation
but is predicted to be disinformation. While the conclusion
of the tweet is that the Russian government may be involved
in spreading false information, this conclusion is left im-
plicit. Misclassifications like this show that there is still
room for improvement. However, overall, we see the results
are strong and consistent.

Conclusion and discussion

Classifying dis/misinformation on social media is a crucial
task for misinformation scholars, but the need for human
annotators can make this task very costly. This study
evaluates the ability of LLMs to classify pro-Kremlin
disinformation. We find that both open and closed state-
of-the-art LLMs perform very well at this task. Specifically,
GPT-4 and Llama 3 70B are capable of identifying 81% and
76% respectively of all the tweets with pro-Kremlin dis-
information about the downing of flight MH17. Of all the
tweets classified as pro-Kremlin disinformation by the GPT-
4 and Llama 3 70B, 94% and 93%, respectively, are also
classified as such by the expert annotators. Compared to a
student RA, LLMs deliver far higher accuracy at a fraction
of the cost. Moreover, the two LLMs substantively out-
perform the results produced by other NLP models pre-
sented in previous research for the same annotation tasks.

The results for both LLMs are particularly impressive
given that human interpretation of such tweets requires in-
depth knowledge about the specific context. Furthermore,
the annotation task is challenging because the research
design defines disinformation broadly as misleading in-
formation, where the manipulative message can be implied
in between the lines. Especially for research areas in which
data is hard to attain and even harder to annotate, this is a
promising new solution.

Our findings come with some caveats. First, we stress
that the model may be less useful for more recent

disinformation cases where the LLM has less access to the
relevant training data. Second, we stress that while re-
searchers may gain unprecedented increases in labeling
performance, they also lose portions of transparency and
reproducibility due to the intransparent and constantly
evolving architecture of LLMs. Because the best per-
forming model, GPT-4, is offered as a service by OpenAl,
the model itself may change, making research results less
reproducible (Palmer et al., 2024). Moreover, the exact
layout of the commercial model is unknown to the public,
especially for GPT-4. However, these concerns are at least
partially alleviated by the freely available, open-source
model, Llama 3 70B at the cost of only a relatively small
drop in performance. The free accessibility also means that
it remains possible to fine-tune this model for downstream
tasks, or access fine-tuned models by others. Lastly, our
comparison does not consider fine-tuned BERT-based
models, which may offer classification performance that
is competitive to LLMs (Laurer et al., 2024) “albeit at a
higher upfront annotation cost than our few-shot approach.”

These caveats notwithstanding, we show that LLMs can
serve as a high-performance and low-cost tool for labeling
text about historic, well-known yet highly complex events.
Researchers should carefully consider the relevant trade-
offs, alternatives, and budget for at least some manual la-
beling for the purpose of validating the results.
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