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Abstract

Today’s business climate demands business proctsseeet many compliance regulations that
require all enterprises to review their processed ensure that they satisfy the set of relevant
compliance requirements. Compliance managementlégHhm considered from the very early
stages of business process design, thus achiesmgliance by design. In this paper, we give a
brief overview of an approach for managing busingssxess compliance during design-time
phase of business process lifecycle. We also digtigsroadmap for the key components and their
relationship for a comprehensive design-time coamaé support.

Keywords: Regulatory compliance, Design-time compliance mansnt, Business process
management.

Introduction

Compliance to regulations, such as Basel Il andh&as-Oxley (SOX) has become one of the
major concerns of organization€ompliance is mainly ensuring that business processes,
operations and practices are in accordance wittescpbed and/or agreed on set of norms (Sadiq
et al., 2007), namelgompliance requirementsThere is an increase in the number of regulations,
standards, legislations and other sources of camqdi requirements, which enforce organizations
to assess their business processes and make autkey adhere to the constraints set forth. Thus,
a comprehensive compliance management solutiofi usnoost importance, which must support
compliance throughout all the stages of the businescess lifecycle staring from the design
phase. Without effective and powerful complian@rfeworks and approaches, organizations face
litigation risks and even criminal penalties.

As a part of the work to develop a comprehensivetiom to support business process compliance
in all phases of the business process lifecycle,haee introduced a framework to manage
business process compliance durigsign-time The framework constitutes key components
including an approach, tools and techniques asasgetheir relationships to address the challenges
for achieving ‘compliance-by-design’. The framewalso helps to identify the key challenges
and open research problems in this field. In the sections, we summarize the oveegproach

for design-time business process compliance managerriefly zooming in on its major
components. We also summarize key studies on déisigncompliance specification, verification
and analysis. Finally, conclusions are highlighted.

Design-time Business Process Compliance Approach

In general organizations achieve compliance onrecase basis typically as ad-hoc solutions.
These solutions are generally handcrafted for dicodar compliance problem, which raises
several difficulties particularly from software hitecture perspective. The solutions are hard to
maintain and evolve as they usually involve hardexb requirements across multiple systems.
Their reusability is also limited since they aresttum made for a particular problem. Decoupling
business process logic from compliance requirentbatsrestrict the way the processes run is one
of the first steps that helps to manage and evialigness processes and compliance requirements



that are more likely to change over time. Decoupiimvolves the specification and management
of compliance requirements and all relevant corscagta separate entity -starting from abstract
requirements to concrete and organization-speunifies- and requires them to be linked to the
relevant business processes to enable tregieability. In addition to this motive, one of the main
objectives of the approach for design-time compléams to be able to apply formal process
verification techniques during design-time, whichakles us to automatically check business
process specifications against formally specifiechpliance requirements.

Fig. 1 depicts important aspects and key componeintee proposed approach for design-time
business process compliance. There are two prinaéeg involved in this approach: (i)baisiness
expert,who is responsible for defining and managing besénprocesses in an organization while
taking compliance requirements into account, andi@ompliance expertyho is responsible for
the internalization, specification and managementanpliance requirements stemming from
external and internal sources in close collabonatigth the business expert. The approach
encompasses two logical repositories; thgsiness process repositognd the compliance
requirements repositorywhich are semantically aligned via shared donwitology. Process
models are defined and maintained in the businegeeps repository, while the compliance
requirements and all relevant concepts are defimedntained and organized in the compliance
requirements repository. The approach assumes tkealb process to start either from the
business process side (the right-hand side ofligr from the compliance requirements side (left
part of Fig. 1). Process models can be specifiethénBusiness Process Execution Language
(BPEL); the de-facto standard for workflows thabyides an XML-based language to describe
the operational logic of the process and its exenutow. However, as BPEL is not grounded on
a formal model, BPEL specification should be transfed into a formal representation, e.g. some
variant of a finite state automaton (e.g. Buchbaudta (Buchi, 1960)) to enable the verification of
these business process specifications against figrs@ecified compliance rules. Other process
modeling languages and notations, such as Busikresess Modeling Notation (BPMN), can also
be used for this purpose. However, the extent ®fcttmpliance requirements that can be verified
is depended on the expressiveness of the langusem for the specification of the business
process.
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On the other side, thenternalization of abstract compliance requirements originatingnir
regulations, policies, standards and other compéissources into a set of organization-specific,
concrete norms requires not only compliance but bissiness process domain knowledge. There
are only few approaches that help organizationgadhrough this process. The procedure we
introduce is based on the COSO (COSO, 1994) framewond briefly involves the following
major steps:

» Identification of the objectives and the abstraciuirements enforced by the compliance
sources with which the organization has/agree® @omply.

e Performing ‘risk assessment’ to identify the risks the achievement of these
objectives/abstract requirements imposed by theptiante sources.

« Identifying, designing and implementing ‘control®d mitigate the identified risks.
Controls are concrete and organization-specifiensaio be verified, enforced or tested in
order to ensure that compliance requirements disfied.

» Specifying formal compliance rules for those colstrthat can be formally represented
and be used for process verification at design-tme later phases.

In general, logical languages that can be usedtHher formal specification of compliance
requirements, e.g. Linear Temporal Logic (LTL), Guutation Tree Logic (CTL) are difficult to
be used and understood by users. The complexityese powerful languages represents the main
obstacle for utilizing the associated sophisticade@lysis and reasoning tools. To solve this
problem, the framework offerpatternsfor compliance expert to use as an intermediaep st
between these requirements and formal statemethts. phttern-based expressions are then
automatically transformed into the adopted logiaabguage. As shown in Fig. 1, the inputs to the
‘automated verification’ component are; the forma#ipecified end-to-end business process
models; and the formally specified compliance rukeg. automatic verification can be supported
by ‘model checkers’, e.g. SPIN model checker (Hamam 1997), which enable the verification of
properties formally specified as LTL formulas agiia system that is formally specified as a
Buchi automata (Buchi, 1960). In case of violatiomerification results can direct the business
expert in modifying the business process modetterresolution of the violation. The business
process models are updated and re-mapped to tmeiaf forms and finally re-verified against the
set of applicable compliance requirements. Thic@se iterates continuously until no violations
are detected.

Design-time Compliance Specification and Analysis

To help to manage the evolution of compliance nexments and their internal/external
traceability, these requirements should be reptedemt various levels of abstractions to
accommodate with various stakeholders needs, regafitom sources and moving down to their
formal representations. The existence of a physioattraints repository is vital for this purpose.
Studies in (Breaux et al.,, 2006) and (Giblin et @005) propose interesting solutions for
maintaining thetraceability between various levels and important related quiscéOn the other
hand, an automated verification of business prooesdels against a set of relevant compliance
requirements requires these requirements to bedbaisea formal foundation of an expressive
logical languageDeontic logic(e.g. FCL (Governatori et al., 2006)) aednporal logic(e.g. LTL
(Liu et al.,, 2007)) families have been successfultifized in the literature as the formal
foundation of compliance requirements. In (Elgamretlal., 2010 to appear), we report a
comparative analysis between deontic and tempogatd based on the capabilities and limitations
of each language and a set of identified feat@ese business and compliance specifications are
formally represented, automated verification tooés be applied to check the compliance. If
temporal logic is used as the formal foundatiortapliance requirements, model-checkers can
be utilized for this purpose. Key work exampledhiis direction are: (Giblin et al., 2005), (Liu et



al., 2007), (Yu et al., 2006) and (Schumm et 1@ (to appear)). On the other hand, if deontic
logic is utilized, associated reasoners can beoiepl for design-time verification. For example,

Idealnessotions are defined in (Governatori et al., 20@6Yerify the compliance, where Formal

Contract Language (FCL) is used as the formal fatiod of compliance requirements. Key work
examples utilizing languages based on Deontic lagic (Sadiq et al., 2007), (Governatori et al.,
2006), (Goedertier and Vanthienen, 2006) and (MiWtiset al., 2006).

Furthermore, assisting the user to resolve non-tiange during design-time is an important issue
that has not been paid much attention from thearebecommunity. Obviously, indicating
whether a compliance requirement is satisfied olisinot sufficient. The counter-example tracing
facility, typically provided by model-checkers, caid users by highlighting the fragments in the
business process model that are the sources otampliance. However, a more intelligent
feedback is still required, which contains a setatibnale explaining the underlying reasons why
the violation occurred and what strategies candsel s remedies. In (Elgammal et al., 2010 - to
appear), we propose a root-cause analysis appfoacatesign-time compliance violation on the
basis of property patterns. Other key studies ii& direction are in (Ghose and Koliadis, 2007),
(Lu et al., 2008) and (Awad et al., 2009).

Conclusion

Business processes form the foundation for all mimgdions, and as such, are impacted by
industry regulations. Without explicit business qass definitions, effective and expressive
compliance frameworks, organizations face litigatioisks and even criminal penalties.
Compliance management should be one of the integrdb of business process management,
which should crosscut the complete business prdifesgcle, starting from the very early stages
of business process design. Design-time complianaeagement should be further integrated
with runtime monitoring, e.g. (Namiri and Stojanovi2007), and offline monitoring of the
complete business process instances, e.g. (Aadbt &005), thus providing a lifetime compliance
support. In this paper, we present a very briefradesy of a comprehensive design-time
compliance management framework. We can concludé phoviding such a comprehensive
support brings about several challenges, as itinegjua cross-disciplinary approach and the
existence and integration between various compsntatls and techniques.
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